Rozdziat 1: Kluczowe koncepcje PowerShell

EN Administrator: Windows PowerShell - O *

Passworc

-Password
The P rd ; r specifies the password for the mailbox
r account that _330:1ated with the mailbox). This parameter
uired if you're creating a Tinked mailbox resource mai lbox,
mailbox, because the associated user accounts are disabled FG
types of mailboxes

(ConvertTo-SecureString -String
: to be prompted to enter the pa
riable, run the command $password = Read-Host
e5tring, and then use the value $pa ord for th1;

eline input?
1%dcard characters?

6T

Machine: tlex01.testlabs.se = O *

testuser

es to A11T [N] Ne [L] No to All

13

15

15

19

19



0T

iy Machine: tlex01 testlabs.se — O *

nange.Data.B

afinition

.Exchange.Data.B. ..

ring ToString(string form...

31
32
.GetType()
tring] _
.GetType()
c IsSerial Name
33

UnTlimi
Unlimi
Unlimited

38



ServerName Prohibitse
ndQuota

trandolph tlex01

C:\Scripts:>
Format-Table Name
Database
@{name ;expression={ (Get-User .Name) .Titlel}}
;expression={(Get-User .Name) . Department } }

Database Title Dept

Manager Sales

Terrance Randolph

Tomas Dawson

Alice Andersson

Indie Andersson

Ann Andersson

Klas Andersson

sofie Andersson

At C:\Scripts\loop.psl:3 char:1
+ Write-Host "value: $i"

+
[PS] C:\Scriptss>g

\Sariptss b -
\MyJob.psl 4; C:\Scripts‘\Mylob.psl }
[P5] C:\Scriptss>

ETIT P5JobTypeName  State

Job3 BackgroundJob  Running
[ps] C:\Scripts=Debug-Job
Hit Line breakpoint on 'C:\Scripts\Mylob.ps1:4'

At C:\Scripts‘\MyJob.psl:4 char:3
+ i+

+
[DBG]: [Job4]: Ps C:\Users\administrator.TESTLABS\Documentss>




T

7 Machine: tlex01 testlabs.se — O *

t-ExecutionPolicy Format-Ta

tionPolid

52
Updating Help for module Microsoft.PowerShell.Core
Installing Help content...
54
[ Machine: tlex01 testlabs.se — | ped
-Package
package(s) come(s) from a package source that is not marked as trusted.
you want to install software from 'PSGalle
to ATT [N] No [L] No to All
56

Computername Ay Minutes

econds

localhost

ESK 57



Rozdziat 2: Typowe zadania powtoki Exchange Management

E¥ Administrator: Windows PowerShell - O b4

et-Credential at command pipeline position 1
alues for the following parameters:

Microsoft.Exchange
‘PowerShell/

of some imported s from the module

n3' include "oV t might make them less
To find t I run the
command a 2

Name

tmp_unlbg5hj.wn3

64
Connections .
e idi2 I8 9 Default Web Site Home
& Start Page
! Filter: 57 G =] Show All
+ 93 TLEXO1 (TESTLABS\Administrator) o B i
i--[E} Application Pools ASP.NET
v .[@] Sites s—m &
v &3 Default Web Site 5 > s ¢
:“ AP NET NET .NET Error NET
= | aspnet_client Authorizat., Compilation Pages Globkalization
. (¥ Autodiscover =
F SE= r_\,’? % &
B ] =|
Pages and Providers  Session State SMTP E-mail
Controls
(153
s
N & ol o =
F PowerShell e = 4 o
o Rpc Authentic.. Compressicn  Default Directory
[ D t B i
% Exchange Back End SRR s
65
5 Machine: tlex01.testlabs.se — O >

68



[—’5’!-' Machine: tlex(1.testlabs.se

2dle .UserName
ministrator
.GetNetworkCredential

.Password

mmmmpmmmmmmmmmmm |

70

76

77
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[-'é-' Machine: tlex01.testlabs.se

P5] C:\=5tart

Transcraip

Rozdziat 3: Zarzadzanie odbiorcami

= mailboxes].csv - Excel lonas Andersson [5al O
File Home | Insert ‘ Page LE}I'CII.| Formulas ‘ Data ‘ Rewview ‘ View ‘ Developer '-:‘ Tell me ‘Q'_.Share

Al0 g J v

A B i D E | F [=
1 |Name Alias UserPrincipalName OrganizationalUnit
2 |Pete Dickson pdickson Pdickson@contoso.com Sales
3 | Emanuel Moss emoss Emoss{@contoso.com Sales
4 |LeeSanders Isanders Lsanders@contoso.com Sales
5 |ArleneFinley afinley Afinley@contoso.com  Sales
6 | Ruben Mcleod rmcleod Rmcleod@contoso.com Sales

|_mailboxest | @ * '

Ready H o 1 + 100%

H ©- s mailboxes2.csv - Buicel lonas Andersson &=

File Home ‘ Insert ‘ Page Layo ‘ Farmulas | Data | Review ‘ View | Developer Q Tellme ,Q'_ Share
Al10 g 5 v

A B L D E F G|~
1 [Name Alias UserPrincipalName Password
2 |Pete Dickson pdickson Pdickson@contoso.com 4:N21QzXe
3 | Emanuel Moss emaoss Emoss@contoso.com :SIGYFXxRw
4 |Lee Sanders Isanders |Lsanders@contoso.com Hez9slz&zX
5 |Arlene Finley afinley  Afinley@contoso.com 9%, /uNKsny
6 |[Ruben Mcleod rmclecd Rmcleod @contoso.com  gD-*[Z(ku(
[ maitborxes2 | @ 3 '

Ready ] HH g - | + 100%

86

110

m



heipdesk : A Help Desk representative will contact you within 2 howrs

helpdesk X

115

[ Machine: tlexD1.testlabs.ce — O x

129

33 Machine: tlexD1.testlabs.se - O X
P5] C Get-InboxRu =

131



Rozdziat 4: Zarzadzanie skrzynkami pocztowymi

53 Machine: tlex01.testlabs.se =

E (13,993

144
144
ey - |O| x
53 Machine: tlex01.testlabs.se
veRegquest _.Status -ne "Comp
ect DisplayName,PercentComplete,Byt
Complete BytesTransferred
rch Mailbox
on
on
149

| Get-MigrationUserStatistics | FT -A

Status ems ed Items

153



Message @ Tell me what you want to do

I Ignore x D —E’1 (ﬁ—é L—é] [E2 Meeting

. Delete Archive Reply Reply Forward EEMore' =]
Al <

Delete Respond

aig Junk ~

Microsoft Qutiook Nuno; Jonas -

Migration batch Move Batch #1 has completed

-

MigrationReport.csv
ﬂ 386 bytes

Migration batch Move Batch #1 has completed

Date: 29 March 2017
Run time: 4& minutes

Total: Mailboxes - 4

dlet returns up to 10000 r
To return more
h c et or the In-Place eDisc
stration Center.




[ Machine: TLEX1 testlabs.se — O X

Get-Complianc
NumBindir

165
53 Machine: tlex01.testlabs.se = SCIN
168
All Unread By Date = Newest 4
4 public folders - nuno@... L
4 [ 4 All Public Folders Nuno
5 First PF Email! :) Mon 17:32
“ 3 AMER First PF Email! @ <end>
4 Usa
= Projects
Favorites
>
184

Rozdziat 5: Grupy dystrybucyjne i listy adresowe

3 Machine: tlexD1 testlabs.se — O X

( Get-Distri ut1onrroup £S5
1Jtrwbut1onGrouprv1Pmb-=r ze UnTimited

194



7| usersixt - Notepad
P

File Edit Format View Help

afinley@testlabs.se
rmcleocd@testlabs.se
emoss@testlabs.se
pdickson@testlabs.se

[-'f;' Machine: tlex01.testlabs.se

oer

Processing data..

Processing.. 25.3%
[ooooooooooooooo

195

196

198

203

205



Ty

Machine: tlexD1.testlabs.se

NonUnivers:

.GroupType

RPLWpWPnTT\pPDPTa1T;
7{{_.UserAccountControl

| GAL.csv - Motepad

File Edit Format View Help

"Displaylame” ,"EmailAddresses”
"Accounting”,"SMTP:Accounting@testlabs.se”
"Administrator”,"SMTP:Administrator@testlabs.se”
"Arlene Finley™,"SMTP:afinley@testlabs.se”
"Alejandro Jones™,"SMTP:ajones@testlabs.se”
"Alex Knowles™,"SMTP:aknowles@testlabs.se”

"Alice Andersson™,"SMTP:alice@testlabs.se”

207

21

220



[C Address Book
File Edit Tools

Mame List Organization

Search:

ContosoRoot

Executives

Mame

Title

Business Phone

& Cassandra Peck
& Dave Jones

& Lee Sanders

& Terrance Randolph
& Tomas Dawson

Technical Presales
Executive Sales
Manager
Manager assistant
Store Manager

Rozdziat 6: Zarzadzanie baza danych skrzynek pocztowych

[—'5’!-' Machine: tlex(1.testlabs.se

Name

.edb

Ject Name

222
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236

237



F;Ig Machine: tlex01.testlabs.se

et-Mailbox ). coun

Select-0Object Name,LastFu

PV
PM

ckup.psl

Rozdziat 7: Zarzadzanie dostepem klienta

F‘g Machine: TLEX01 testlabs.se
C et-Counter

239

240

243

244

245

267



(62

5 Machine: tlexD1.testlabs.se — O *

Counte
ange mapihttp emsmdb®
268
change rg
268
[ Machine: TLEXD1 testlabs.se — O X
270
[ Machine: TLEXD1 testlabs.ce — O X
270
3DU4EDO
272
273




Rozdziat 8: Zarzadzanie serwerami transportu

[—hg Machine: TLEX1.testlabs.se
[PS]

InputOb

Input

291

292

295



[-h'g Machine: TLEX1.testlabs.se

Get-TransportService TLEX1

FL Connec

Get-TransportService TLEX1

FL SendPr

297

299

299



File Home

H oS-

Insert

Page Layout

Formulas

View Power Pivot Team

Q Tell me

(=Y : Iy F [ Show Queries 2] Connections A ivary 'Y =
) B ' @ LI £ EEH = From Table ) ' =
From From From From Other Existing New Refresh Z| Sort Filter Te
Access Web Text Sources~ Connections Query~ L Recent Sources All~ o Y Advanced Coh
Get External Data Get & Transform Connections Sort & Filter
BS > f 08D47B6BE12F53F2
A B C D E

1 |#Software: Microsoft Exchange Server

2 |#Version: 15.0.0.0

3 |#lLog-type: Transport Connectivity Log

4 #iDate: 2017-04-04T15:03:37.308Z

5 |#Fields: date-time session source Destination direction description

6 |2017-04-04T15:03:36.168Z Transport i service started; MaxConcurrentSubmissions=8
7 |2017-04-04T15:05:41.611Z 08D47B6BE12F53F2 SMTP internalproxy + Undefined 00000000-0000-0000-0000-00000000
8 |2017-04-04T15:05:41.655Z 08D47B6BE12F53F2 SMTP internalproxy > TLEX1.testlabs.se[192.168.1.61]

g |2017-04-04T15:05:41.6602 08D47B6BE12F53F2 _ISMTP internalproxy > Established connection to 192.168.1.61

10 |2017-04-04T15:05:42.0127 08D47B6BE12F53F2 SMTP internalproxy - Messages: 1 Bytes: 4466 ()

11 2017-04-04T15:07:45.876Z 08D47B6BE12F53F8 SMTP client proxy + Client proxy session for HealthMailboxb122ff3
12 |2017-04-04T15:07:45.876Z 08D47B6BE12F53F8 SMTP client proxy > TLEX1.testlabs.se[192.168.1.61]

13 2017-04-04T15:07:45.877Z 08D47B6BE12F53F8 SMTP client proxy > Established connection to 192.168.1.61

14 12017-04-04T15:07:45.934Z 08D47B6BE12F53F8 SMTP - Messages: 0 Bvtes: 0 (Remote error from proxv

[—h'g Machine: TLEX1.testlabs.se

[—’E’; Machine: TLEX1.testlabs.se

Group

Sort

FT MName

Count

301

307

308



[-h'g Machine: TLEX1.testlabs.se

:MOMT,

Eﬂ Machine: TLEX1.testlabs.se

Su

309

3N

318



[33 Machine: TLEX1.testlabs.ce - O *

Internet

lame

324

[ Machine: TLEX1.testlabs.se - O x

est-EdgeSynchronization

326



Rozdziat 9: Bezpieczenstwo w srodowisku Exchange

3 Machine: TLEX1.testlabs.se — |

t-MailboxPermission admin | Where-Object {
1

{—
WA WA A AL W W WA AR @

m

14

WWwwmwmew|mLwwmLwmmimiummmmnm
[

.AccessRights
.IsInherited

333

333
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[—'ﬂ Machine: TLEX1.testlabs.se
mentRoleEntry

Ro

Phone

ignmentPolicy

340
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[—’E} Machine: TLEX1.testlabs.se

[PS] C:\>Get-RbacDiagnosticInfo
WARNIMN User name is nuno

Combin
|_|'-'-__ _J-_I'-]

nuno

[PS] C:\>(Get-RbacDiagnosticInfo
me } Select Name
WARNING: User name is nuno

Parameter:

351

351



Er_;' Machine: TLEX1.testlabs,

[PS] C:\>{(Get-RbacDiagnosticInfo nuno) .CombinedCmdlets
ame }).Parameters
WARNING: User name is nuno
ActiveSyncDebuglogging
ActiveSyncSuppressReadReceipt

Confirm

ErrorAction

ErrorVariable

Identity
ImapForceICalForCalendarRetrievalOption
ImapMessagesRetrievalMimeFormat
ImapSuppressReadReceipt
ImapUseProtocolDefaults

OutBuffer

OutVariable
PopForcelCalForCalendarRetrievalOption
PopMessagesRetrievalMimeFormat
PopSuppressReadReceipt
PopUseProtocolDefaults
ShowGalAsDefaultView

WarningaAction

Warningvariable

WhatIf

[PS] C:\>g

B_'_}' Machine: TLEX1.testlabs.se

[PS] C:\>(Get-RbacDiagnosticInfo nunc) .AllRocleEntries
¥

WARNING: User name is nuno
RoleEntry: (Microsoft.Exchange.Management.PowerShell.E2018) Set-CASMailbox
-ActiveSyncDebuglogging -ActiveSyncSuppressReadReceipt -Confirm -ErroriActio
n -ErrorVariable -Identity -ImapForcelCalForCalendarRetrievalOption -ImapMe
ssagesRetrievalMimeFormat -ImapSuppressReadReceipt -ImapUseProtocolDefaults
-QutBuffer -OutVariable -PopForcelICalForCalendarRetrievalOption -PopMessag
esRetrievalMimeFormat -PopSuppressReadReceipt -PopUseProtocolDefaults -Show
GalAsDefaultView -WarningAction -WarningVariable -WhatIf
RoleAssignmentId: CN=MyBaseOptions-Default Role Assignment Policy,CN=Role A
ssignments,CN=RBAC,CN=TestLabs,CN=Microsoft Exchange,CN=Services,CN=Configu
ration,DC=testlabs,DC=5e
Name: MyBaseOptions-Default Role Assignment Policy
Role: CN=MyBaseOptions,CN=Roles,CN=RBAC,CN=TestlLabs,CN=Microsoft Exchange,C
N=Services,CN=Configuration,DC=testlabs,DC=5e
RoleAssignmentDelegationType: Regular

Enabled: True
RoleAssigneeType: RoleAssignmentPolicy
Assignee: CN=Default Role Assignment Policy,CN=Policies,CN=RBAC,CN=TestlLabs
,CN=Microsoft Exchange,CN=Services,CN=Configuration,DC=testlabs,DC=se
RecipientReadScope: Self
ConfigReadScope: OrganizationConfig
RecipientWriteScope: Self
ConfigWriteScope: OrganizationConfig

[PS] C:\>g




[-hg Machine: TLEX2 testlabs.se

s5elfs

Search Current Mailb ox

4 Today

admin
Testing Domain Security

et-ExchangeCertificate

A2 | Current Mailbox

Hi Munao, Please let me know if this message

4 Last Month

357

358

366



Damain...

' Tell me what you want to do

a XM= (= ul|[r]|[~
& . Delete Archive Respond Quick Move Tags Editing Zoom
i - Steps' - - -
Delete Quick Steps Zoom ~

Tue 02/05/2017 12:59

A admin <admin@nunomota.pt>
Testing Domain Security (v]
To  MNuno %
Hi Nuno, Exchange Domain Authenticated Email X
From: admin@nunomota.pt F'e .
Please let me
indicating th
I This message was received securely by Microsoft Exchange from
Thanks! : :
nunomota.pt. The message and its content were not viewed or
changed in transit.
i 0se
Admin
r +? r

»2, 7228 mail.nunomota.pt Microsoft ESMTP MAIL Service ready at Tue, 2 May 2817 13:24:(
»<,EHLD tlexl.testlabs.se,

22,258 mail.nunomota.pt Helle [192.168.1.161] SIZE 37748736 PIPELINING DSN ENHANCEDS]
»<,STARTTLS,

,>,228 2.0.8 SMTP server ready,

¥, " Cl=mail.nunomota.pt, OU=IT, O=Nunc Mota, L=London, C=GB CN=DigiCert 5HA2 Secure !
»%, CN=TLEX1 CN=TLEX1 17A753A2E@CBECSDA1EEBFCAEDS3EDAS 7DB99306C5F30E401CF4A2BBDC3EDFA]
»*,,"TLS protocol SP_PROT_TLS1_ 2 SERVER negotiation succeeded using bulk encryption al
»<,EHLO tlexl.testlabs.se,

2%, CN=TLEX1 CN=TLEX1 17A753A2E@CBECSDA1EEBFCAEDS3EDAS 7DB9930@6C5F30E401CF42B0DC3EDF4]
2 ¥, ,T1sDomainCapabilities="None"; Status='Success'; Domain=""

» %, CN=TLEX1 CN=TLEX1 17A753A2E@CBECSDA1EEBFCAEDS3EDAS 7D099306C5F30E401CF42B6DC3EDF4]
s %5, T1sDomainCapabilities="None"; Status="Success'; Domain=""

,»,25@ mail.nunomota.pt Helle [192.168.1.161] SIZE 37748736 PIPELINING DSN EMHANCEDS
»<,MAIL FROM:<admin@testlabs.se> SIZE=5346,

» %, CN=TLEX1 CN=TLEX1 17A753A2E@CBECSDA1EEEFCAEDS3EDAS 7D@993@6C5F30E401CF42B6DC3EDFA]
» ¥, SMTPSubmit AcceptRoutingHeaders,Set Session Permissions

» ¥, SMTPSubmit AcceptRoutingHeaders,Set Session Permissions
»¥,88D491548CAD3D49;2017-85-82T12:24:83.469Z;1,receiving message

»<,RCPT TO:<admin@nunomota.pt>,

,>,250 2.1.8 Sender 0K,

,>,258 2.1.5 Recipient OK,

»<,BDAT 1782 LAST,

,*,,Proxy destination(s) obtained from OnProxyInboundMessage event

,%, 250 2.6.0 <Bdff7083d376447880ed4b898fdcf7bf@testlabs.se> [Internalld=154189325928!
» <, QUIT,

»-sslocal

366

367



n | Certificate >

General Detalls  Certification Path

E-; Certificate Information

This certificate is intended for the following purpose(s):

+ Allows data on disk to be encrypted
* Protects e-mail messages
* Proves your identity to a remote computer

Issued to: MNuno
Issued by: TLDC1-CA

valid from 12/05/2017 to 12/05/2018

? You have a private key that corresponds to this certificate.

369

(© Options
Shortcuts

» General
4 Mail S/MIME settings
4 Automatic processing
Automati li
Hromate replies S/MIME lets you encrypt and digitally sign email messages you send, view encrypted content in messages you
Inbox and sweep rules receive, and verify senders' digital signatures. Learn more
Junk email reporting

Mark as read

To use 5/MIME, you need to install the 5/MIME control, To install it, Click here,

Message options
Read receipts
Reply settings
4 Accounts
Block or allow
POP and IMAP
4 Layout
Conversations
Email signature
Link preview
Message format
Message list
Reading pane
S/MIME
» Calendar 370




& Encrypted Email Using 5/MIME - Internet Explorer — O X

5 Reply all | ¥ M Delete Junk|Y  see X
Encrypted Email Using S/MIME

Nuno & Replyall | v

oday, 1628

Jonas ¥

R The digital signature for <nuno@testlabs.se> on this message is valid

and trusted. For more information, click here.

Rozdziat 10: Zgodnos¢ i rejestrowanie inspekgji

[—’5’!-' Machine: TLEX1 testlabs.se

t-Mailbox nuno Format-List

t-RetentionPolicyTag FT Name

372

384

388



Account Information

c/'] nuno@testlabs.se -
U) Microsoft Exchange

Add Account

ET‘ Account Settings
- Change settings for this account or set up more connections.
Access this account on the web,

https://mail testlabs.sefowa/

Account
Settings ~

You are currently on in-place hold, please visit the provided URL
Mare Information

Get the Outlook app for iPhone, iPad, Android, or Windows 10 Mabile.

PS] C mplianceSearch Select ¢
NumFaile ces, NumBind

Enforce Enabled
WARNING: The rule contains MNotifySender action with an option that may
reject the message. In case the message gets rejected, other actions won't
be applied.
[PS] C

397

403

405



[—’;' Machine: TLEX1 testlabs.se — O >
(2]

406
Policy Tip: This message appears to contain sensitive information. Make sure all recipients are authorized to receive it.
To... admin@nunomota.pt
=1
Cc..
S5end
Subject Payment Details
tached Credit Card Details. bt
e =| 552 bytes
407
5 Machine: TLEX1.testlabs.se — O >

geTrackin L Unlimited nun
in@nunomo

407



Policy Tip: This message can't be sent because it appears to contain sensitive information,
‘admin@nunomota.pt’ 2% isn't authorized to receive this type of infarmation.
To send this message without removing the information, you must first click override .
To... ‘admin @nu
7
Send
Subject Payment Details
_ 5| Credit Card Details.tut
Attached J 5 B
Microsoft Qutlook X

| This message includes one or more recipients who aren't authorized to receive sensitive information. Please remove those recipients and try again to send the message.

Delivery has failed to these recipients or groups:

'‘admin@nunomota.pt' (admin@nunomota.pt)
Unable to deliver your message. You can override this policy by adding the word 'override’ to the
subject line.

Your message wasn't delivered because the email admin for the organization 'testlabs se' created an
email rule restriction. Please contact the email admin for that organization and ask them to remove or
update the rule restriction.

For more information about this error, see DSN code 5.7_1 in Exchange Online - Office 365.

3 Machine: TLEX1.testlabs.se - O x

407

408

408

408



[—’3 Machine: TLEX1.testlabs.se

Get-TransportRule

Enabled
Enabled

t Enabled

Enabled
Enabled

Mode

Enforc

et-TransportRule
.MessageContains

409

409

411



33 Machine: TLEX1.testlabs.se — O x
.ObjectModijgy

nuno

¥ 414
Select-0Object
:10C1hMmIhLT
*biH1BwAhN13
415
415




[—’E’;-' Machine: TLEX1 testlabs.se

[Ps]
[Ps]

Select Audit*®

t-Mailbox CEO

r
et-Mailbox CEO

AuditOwner

@{Add

Select Audit*®

417

417



[—’5’}' Machine: TLEX1 testlabs.se

S

—

0 = = LA LA LA LA LA
]

w

Unknown
Bonus

er

Ouwnerlame

421



Operation
OperationResult
LogonType
ExternalAccess
DestFolderId
DestFolderPathName
FolderId

FolderPathName
ClientInfoString
ClientIPAddress
ClientMachineName
ClientProcessName
ClientVersion
InternallLogonType
MailboxOwnerUPN
MailboxOwnersid

DestMailboxOwnerUPN
DestMailboxOwnersid
DestMailboxGuid
CrossMailboxOperation
LogonUserDisplayName
LogonUserSid

Sourceltems

SourceFolders
SourceltemIdslList

SourceltemSubjectsList
SourceltemAttachmentsList
SourceltemFolderPathMameslList
SourceFolderPathNamesList
ItemId

ItemSubject
ItemAttachments
DirtyProperties
OriginatingServer
MailboxGuid
MailboxResolvedOunerName
LastAccessed

Where {% .Operation

7abdc6B8c-a437-4295-87c1-06c2e5354e44
SoftDelete

Succeeded

Delegate

False

LgAAAACduxFmt r3NRZPEHNXQZ c70AQDBwINgal rbQs

\Inbox
Client=MSExchangeRPC
192.168.1.171

OUTLOOK . EXE

16.8.8067.6527

Ouner

ceofgtestlabs.se
5-1-5-21-1411263154-1684355696-20920660891 -
1691

False
admin
5-1-5-21-1411263154-1684355696- 20926608891 -
1183
{REAAAACAuXFmtr3NRZPEHN®QZ c7oBwDBwlNgal rbQ

1
RgAAAACAuxFmtr3NRZPEHNXQZ c7oBwD8wlNgal rbQe
s8Axuhi8TU EMAADBWINgaLrbQ6s8Axuhi8TU

Disciplinary Action

Inbox

=4
3
C

TLEX1 (15.81.1834.813)
65-bad@44a9f22a

df7a53%e-Tedd-4d47-
CEO
19/85/2017 ©7:24:25

1
a8




- O *
=] C:\Software\SearchResultan O ~ & & C\Software\SearchResult.x...

- <Event OriginatingServer="TLEX1 {(15.01.1034.013)" LogonUser5id="5-1-5-21-1411203154-1084355696~
2092060891-1103" LegonUserDisplayName="admin" CrossMailboxOperation="false" MailboxOwnerSid="§-1- N
5-21-1411203154-1084355696-2092060891-1691" MailboxOwnerUPN="ceo@testlabs.se"
InternalLogonType="Owner" ClientIPAddress="192.168.1.171" ClientInfoString="Client=MSExchangeRPC"
FolderPathName="\Inbox"
Folderld="LgAAAACduxFmir3NRZPEHNxQZc70AQD38wINgaLrbQ6s8AxuhiSTUAAAAAAEMAAAB"
LogonType="Delegate" OperationResult="Succeeded" Operation="SoftDelete" LastAccessed="2017-05-
19T07:24:25+01:00" Owner="CEOQ" MzilboxGuid="df7a539%e-fe4d-4d47-8c65-bad044a9f22a"
ClientVersion="16.0.8067.6527" ClientProcessName="0UTLOOK.EXE">

- <Sourceltems>
<Item FolderPathName="\Inbox" Subject="Disciplinary Action"
Id="RgAAAACduxFmMir3NRZPEHNXxQZc7oBwD3wINgaLrbQ6s8AxuhiSTUAAAAAAEMAADSwWINgaLr
< fSourceltems= V]
<fEvent=>
< 2. 423
[ Machine: TLEX1.testlabs.se — O x

Get-Content . : ml
.SearchResults.Event 1 Operation

424

Rozdziat 11: Wysoka dostepnos¢

[33 Machine: TLEX1.testlabs.ce - O X

etwork True

436



[33 Machine: TLEX1.testlabs.se - O x
192 .168.]
438
TLEX1
Numbe
446
s Disk 1 e
Basic Volume1 (M:)
EDrD.D GB 20,00 GB MTFS
Online Healthy (Primary Partition)
=Disk 2 ]
Basic Volume2 (N:)
20,00 GB 20,00 GB NTFS
Online Healthy (Primary Partition)
453

» ThisPC » Local Disk (C:) » ExVols »

Name Date modified Type
& Volumel 21/04/2017 12:26 File folder
21/04/2017 12:26 File folder

& Volume2

453




C:\ExVols C:\ExDBs

g

C:\ExVols\ C:\ExVols\ C:\ExDBs\
Volume1 Volume2 DBO01
&=
Punkt pogtaczenia Punkt potj{aczenla \'|
v \/ ;gi
— & ; DBO01.log
Volume1
&7
- e

i o i DBO1.db

DB01.db DBO1.log

455

[ Machine: TLEX1.testlabs.se - O X

456



Seeding Mumbero

Task Category

Date and Time Source

Level

(D Information 21/04/2017 13:20:10 HighAvailability 1110 Awuto Reseed Manager

@ Information 21/04/2017 HighAvailability 1124 Auto Reseed Manager
eed Manager

Information HighAvailability 1100

Event 1108, HighAvailability

General  Details

Automatic Reseed Manager is starting repair workflow ‘FailedSuspendedCopyAutoReseed' for database 'DBO1'.

WorkflowLaunchReason: The Microsoft Exchange Replication service is unable to create required directory C:AExDBs

\DBOTNDED1.leg for DBOINTLEX1, The database copy status will be set to Failed. Please check the file system
permissions. Errer: System.l0.DirectoryMotFoundException: Could not find a part of the path 'C\ExDBs\DBO1

\DBO1.log'.
at System.|0._ Error.WinlOError{Int32 errerCode, String maybeFullPath)

at System.|O.Directory.InternalCreateDirectory(String fullPath, String path, Object dirSecurityObj, Boolean
checkHost)

at System.|O.Directory.CreateDirectory(String path, DirectorySecurity directorySecurity)

at Microseft.Exchange Cluster.Replay.DirectoryOperations. TryCreateDirectory (String directory)

457




[—’5’}' Machine: TLEX1.testlabs.se

Microsoft

DAG

rMame TotalDbs

from

Want TO |

[N] Mo

(default is "¥

TLE

[L] No to All

ountlList

OZRedistributesd

MountedDbs

460



T

Machine: TLEX1.testlabs.se

Pass

b=l
i

==
o

461

463



[—’f}' Machine: TLEX1.testlabs.se

from T

ts from T
184 entr
L loss
CLL loss

am Files‘Microsoft

465

465




Rozdziat 12: Monitorowanie kondycji programu Exchange

[ Machine: TLEX1 testlabs.se — O x
L

estlabs.s
aults to e in order for

WARNT Th
"testlabs.se/

You can enable tf ging
with the fo io 'S MDA : ; 1plann
er None or Both must be pr

[Ps]

470



[-hg Machine: TLEX1.testlabs.se

unni

sNotRunning

sRunning

471



[PS] C:\»Test-MAPIConnectivity nunof@testlabs.se FL

1a25b388-c5e9-4354-baad-f9abc8c1d785
TLEX1
DB1
: Nuno
MailboxGuid : 7al26caB-%9acc-49a5-8119-ab4e8687b78b
IsArchive : False
IsDatabaseCopyActive : True
Result . Success
Latency . BO:00:00.0873680
Error :
Identity
Isvalid
ObjectState

[PS] C:\>g

E}' Machine: TLEX1.testlabs.se
[PS] C:\> Get-Credential

cmdlet Get-Credential at command pipeline position 1
supply values for the following parameters:
Credential
[PS] C:\>»Test-OutlookWebServices nuno@@testlabs.se

FT ServiceEndpoint, Scenario, Result, Latency

serviceEndpoint Scenario Result Latency
autodiscover.testlabs.se AutoDiscoverOutlookProvider Success
mail.testlabs.se ExchangellebServices Success

mail.testlabs.se AvailabilityService Success
mail.testlabs.se OfflineAddressBook Failure

[PS] C:\og

E’_'_}I Machine: TLEX1 testlabs.se

[PS] C:\»>Test-WebServicesConnectivity nuno@testlabs.se
Select ServiceEndPoint, Scenario, Result, Latency

Scenario Result
autodiscover.testlabs.se AutoDiscoverSoapProvider Success

mail.testlabs.se EwsGetFolder Success

[PS] C:\>g




O X

e [ hitps://mailtestl.. O~ @ G B mail.testlabs.se

200 OK
TLEX1.TESTLABS.SE

476
[ Machine: TLEX1.testlabs.se - O x
Invoke-WebRequest
RawContent
476
New-Object
.downloadstri
478




[ Machine: TLEX1.testlabs.se - O X

t-ServerComponentState TL OwaPro

.downloadstring(

ComponentState TLEX1 OwaPr

e
.downloadstring(

TLEX

478

Name

479



[PS] C:\»Get-HealthReport TLEX1 FT State, HealthSet, AlertValue
MonitorCount

HealthSet AlertValue MonitorCount

0365Griffin
HubTransport
EDS
FrontendTransport
Search
HxService
StreamingOptics
Store
Arm
PublicFolders
NotApplicable DataProtection

[ Machine: TLEX1.testlabs.se

[PS] C:\»Get-HealthReport TLEX1 Where {# .AlertValue
} FT State, HealthSet, AlertValue, MonitorCount

State HealthSet AlertValue MonitorCount

NotApplicable MailboxSpace Unhealthy

[PS] C:\>g

[PS] C:\»Get-ServerHealth MailboxSpace TLEX1 Sort Alerfd
FT Name, TargetResource, AlertValue

TargetResource AlertValue

DatabaseSizeMonitor

DatabaseSizeMonitor Healthy
DatabaseSizeMonitor Healthy
DatabaseSizeMonitor Healthy
MaintenanceTimeoutMonitor.MailboxSpace
MaintenanceFailureMonitor.MailboxSpace
StoragelogicalDriveSpaceMonitor

StoragelogicalDriveSpaceMonitor

StoragelogicalDriveSpaceMonitor

StoragelogicalDriveSpaceMonitor

[PS] C:hog




[ Machine: TLEX1.testlabs.se - O X
et-WinEvent TLEX: Microsoft-
ob ult
ForEach {[XML] .toXml
t.UserData.EventXml Sort tionEndTime Select E
1 FL

Error : 'DB1’ is low on log space [C:\]. Current=
hold=

485

486

Sort Name

A WA Woww

488



3 Machine: TLEX1.testlabs.se - O X

Get-MailboxDatabaseRedundancy DB@1

ansitionTime
ransitionTime

ilboxDatabaseRedundanc
lab

489

490



[ Machine: TLEX1.testlabs.ce — O X
Get-MailboxDatabaseRedundancy
¢, IsAtleast2RedundantCopy
dunt y y
490
lertDisabled’
491

Rozdziat 13: Integracja

[’h Machine: TLEX01 testlabs.se — O *
1

Name, AutoDiscoverServy

AutoDiscoverServiceInternalUri

495



g Administrator: Skype for Business Server Management Shell (= =l o

Global

#ﬁGnTrn tL
yIdentifie
Tud-Truu|

ServiceName

ClientAuthorizationQauthServer Identity

ExchangeAutodiscoveruUr]

ExchangeAutodiscoverAl lowedDomains

497
=) Administrator: Skype for Business Server Management Shell [ = B
thgefore - . 32
SerialNumber : ( OOF1AD( EJDQFJ"lEDDDDDFUDDDDF
Subject - Tabs. se, OU=Testlabs, O=Testlabs, L=Malmo, 5=S
=SE
AlternativeNames
cti .'n-'D:-[‘i’l-
iousThumbprint
AuthTokenIssuer
Global
497
Fg Administrator: Skype for Business Server Management Shell L= ol x
501

thdn f]FuOl_

Fgdn

sage :

503




g Administrator: Skype for Business Server Management Shell

Shell L=

Skype for Business Configuration Information

Controlled Phones TRUE

GAL or Server Based Search  GAL search

PC to PC AV Encryption AV Encryption Enforced

Telephony Made Telephony Maode Disabled

Line Configured Fram Auto Line Configuration

Canfiguration Mode Auto Configuration

EWS Internal URL https://mail.testlabs.se/EWS/Exchange.asmx
EWS External URL https://mail testlabs.se/EWS/Exchange.asmx

SharePaint Search Center UF
Skill Search URL

Skype for Business Server tifed1 testlabs.se

Local Log Folder ChUsers' pdickson\AppData\Local\Microsoft\ Office\ 16.00Lync\ Tracing
Inside User Status TRUE

Contact List Provider ucs

Pairing State Skype for Business cannot connect to your desk phone because the US
UCS Connectivity State Exchange connection Active

MAPI Information MAPI Status OK

EWS Infarmation

License State Skype for Business ProPlus

Enabled

MAP| Status OK
EWS Status OK

[ Machine: TLEXD1 testlabs.ce -

Get-ExchangeCertiticate

Thumbprint

503

505

506

507



Pete Dickson - Microsoft Edge — O X

‘ E] mail.testlabs.se/owa/#Hviewmodel =Chat&itemID=I

Pete Dickson

Pete Dickson 2044
Hey Emanuel, how are you today?

Me 20:45

I'm fine thanks, how are you?

@ Skype for Business

File Meet Mow Tools Help

What's happening today?
Y Pete Dickson
.f Available
f (] Set Your Location ™

— .
| E naail - Pete Dickzon - o0

-

»
Ul
N
o

# Cownload & Editand regly X

[§ ceesiimiiey ote | Dowsicadt WPt D Find

511

512

516



Begin proc

STEP 1 of 6:
RESULT: St

STEP 2
RESULT:

Validating cur

Validation s

STEP 5 of 6
RESULT:

ting ADUser information for

ationTrust ob

~ation

519



RESULT:
STEP 2:

RESULT:

STEP 3: Va

RESULT:
STEP 4:

F‘.E‘_leLT:

Requesting d

Su

e ion STS C
JHF255PDLT . test1al

Validating user configuration

ration information from remote organization...

in returned eration information

5TS...

.outlook
1ange . Autod

rom remote partner...

520
Rozdziat 14: Skrypty wykorzystujace zarzadzane APl Exchange Web Services
[ Machine: TLEXD1 testlabs.se — O x
_T\"-pp -+
New —Ub]m_‘t'
.Autodiscoverur](
525

526




T

Machine: TLEX01 testlabs.se — O

.Ur1 = New-Object

.url

MSIL\Microsoft.Exchange.W. ..

New-Object Microsoft.Exchange.WebServices.Data.Exchang

v PointManager ]
alidationCallback

~Type
New-Obje

.AutoDiscoverur]( . |
Mew-Object Microsoft.Ex

.Subject
.Body
.From

ForEach-Object .ToRecipients.Add($_) | Out-Null}
.SendandSaveCop

a

527

528

530

533

537



[ Machine: TLEXO1 testlabs.ce

Emanuel Moss;

542

from TLE
~om TLE
~om TLE -
ication/ms

rganization- irectionality
~ganizatio

~ganizatio

~ganization- 1anism

~ganization-Network-Message-Id

amp-Enterprise
diLat

546




[-hg Machine: TLEX01.testlabs.se

emove-Mal |boxItem

Confirm
u sur
ming t

on target

to A1l [S] Suspend [?] Help

b

7 Machine: TLEX01 testlabs.se

] = | export
File Home Share View
— v « Local Disk (Ct) » export

~
i Name

# Quick access
[l Desktop
& Downloads

Document.docx

| Spreadsheet.xlsx

v | O Search export

Date modified Type

5/6/2017 8:29 PM

5/6/2017 &:31 PM XL5X File

Office Open XML ..

e
SIZg

551

555

560



