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Active Directory Domain Services (AD DS) is typically deployed as a common directory 
service shared between various business divisions within an organization. Using a common 
directory service helps reduce the costs associated with maintaining the infrastructure, but 
introduces a number of other considerations:

■ How to manage users and resources independently between divisions when 
decentralized administration is required

■ Ensuring that administrators or users can only perform permitted tasks within their 
own business division

■ Ensuring that specific objects or information stored within the directory is only 
available to administrators with the appropriate permissions

These considerations can be addressed by a thorough understanding of how to delegate 
administrative tasks. Delegation involves a higher-level administrator granting permissions to 
other users to perform specific administrative tasks within the Active Directory structure. 
The Active Directory structure provides a hierarchical view of the directory service: first at the 
site and domain level, and then at the organizational unit (OU) level within a domain. This 
hierarchy provides powerful options for managing permissions and delegating administrative 
tasks at various levels throughout the logical infrastructure.
325
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This chapter describes administrative delegation, starting with a discussion of the various 
types of tasks that might be delegated within an enterprise. Then it describes object access, 
the types of permissions that can be assigned to objects residing within the directory, and 
how to use these permissions for delegation of administration. Finally, the chapter provides 
information about auditing changes to objects residing within AD DS.

Active Directory Administration Tasks
Active Directory administration tasks typically fall into one of two categories—data manage-
ment or service management. Data management tasks relate to the management of content 
that is stored within the Active Directory database. Service management tasks relate to the 
management of all aspects that are required to ensure a reliable and efficient delivery of the 
directory service throughout the enterprise.

Table 9-1 describes some of the tasks that are related to each of these categories.

Table 9-1 Active Directory Administration

Category Tasks

Data management ■ Account management—includes creating, maintaining, and 
removing user accounts

■ Security group management—includes creating security 
groups, provisioning security groups to grant access to network 
resources, managing memberships of security groups, and 
removing security groups

■ Resource management—includes all aspects of managing 
network resources such as end-user workstations, servers, and 
resources hosted on servers such as file shares or applications

■ Group Policy management—includes all aspects of creating, 
assigning, and removing Group Policy objects within the Active 
Directory structure

■ Application-specific data management—includes all 
aspects of managing Active Directory-integrated or enabled 
applications such as Microsoft Exchange Server

Service management ■ Installation and trust management—includes aspects such 
as the creation and deletion of domains, the deployment of 
domain controllers, and the configuration of appropriate Active 
Directory functional levels

■ Domain controller and directory database management—
includes aspects related to the management of domain control-
ler hardware, database maintenance, and the application of 
service packs and security updates

■ Schema management—includes the extension or modification 
of the schema to support the deployment of Active Directory-
enabled applications
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More Info For more information about the tasks related to data management and service 
management, refer to “Best Practices for Delegating Active Directory Administration” found 
at http://www.microsoft.com/technet/prodtechnol/windowsserver2003/technologies/directory/
activedirectory/actdid1.mspx.

Delegating data and service management tasks within an organization requires an under-
standing of the administrative needs of all business units. This understanding ensures 
the most effective delegation model used to provide a more effective, efficient, and secure 
networking environment. To deploy the delegation model, you need to understand 
Active Directory object permissions, delegation methods, and auditing. These concepts are 
discussed in the next few sections.

Accessing Active Directory Objects
To effectively delegate administrative tasks, you need to know how Active Directory controls 
access to objects stored within the directory service. Access control involves the following:

■ Credentials of the security principle attempting to perform the task or access the 
resource

■ Authorization data used to protect the resource or authorize the task being performed

■ An access check that compares the credentials against the authorization data to deter-
mine if the security principle is permitted to access the resource or perform the task

When a user logs on to an AD DS domain, authentication takes place and the user receives an 
access token. An access token includes the security identifier (SID) for the user account, 
SIDs for each security group of which the user is a member, and a list of privileges held by the 
user and the user’s security groups. The access token helps to provide the security context 

■ Operations master roles management—includes tasks that 
ensure the proper assignment and configuration of operations 
master roles

■ Backup and restore management—includes all tasks related 
to performing regular backups of the directory database and 
restore procedures when required

■ Replication management—includes all tasks related to the 
creation, maintenance, and monitoring of the replication topology

■ Security policy management—includes all tasks related to 
the management of the default domain controller security policy 
and managing the password, account lockout, and Kerberos 
account policies

Table 9-1 Active Directory Administration (continued)

Category Tasks
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and credentials needed to manage network resources, perform administrative tasks, or access 
objects residing in Active Directory.

Security is applied to a network resource or an Active Directory object by authorization data 
that is stored in the Security Descriptor of each object. The Security Descriptor consists of 
the following components:

■ Object owner The SID for the current owner of the object. The owner is typically the 
creator of the object or a security principal that has taken over ownership of an object.

■ Primary group The SID for current owner’s primary group. This information is only 
used by the Portable Operating System Interface for UNIX (POSIX) subsystem.

■ Discretionary access control list (DACL) A list of access control entries (ACEs) that 
define the permissions each security principle has to an object. Each security principal 
that is added to the access control list obtains a set of permissions that specify the extent 
to which that user or group can manipulate the object. If a user does not appear in an 
ACE, either individually or as a member of a group, that user has no access to the object.

■ System access control list (SACL) Defines the audit setting on an object including which 
security principle is to be audited and the operations that are to be audited.

Figure 9-1 illustrates the architecture of a user’s access token and an object’s security descrip-
tor. When a user tries to access a network resource or an Active Directory object, an access 
check is performed and each ACE is examined until a User or Group SID match is found. 
Access is then determined by the permissions configured on the ACE.

Figure 9-1 Access check between a user’s access token and an object’s security descriptor.
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Evaluating Deny and Allow ACEs in a DACL

ACEs are listed within a DACL in a specific order, which has a direct affect on the outcome of 
the access check. During an access check, ACEs are evaluated in sequence. The evaluation 
sequence is listed as follows:

■ ACEs that have been explicitly assigned are evaluated before inherited ACEs.

■ For each set of explicit or inherited ACEs, Deny ACEs are always evaluated before Allow 
ACEs.

Figure 9-2 illustrates how Allow and Deny permissions are evaluated for both explicit and 
inherited ACEs.

Figure 9-2 Evaluating Allow and Deny ACEs.

Active Directory Object Permissions
Every object in Active Directory has an access control list (ACL), which means that you can 
modify the permissions on that object. This includes objects visible through the Active Direc-
tory Users And Computers administrative console as well as objects visible through the Active 
Directory Sites and Services administrative console, ADSI Edit, or Ldp.exe. The most common 
tool used to modify Active Directory object access is Active Directory Users And Computers. 
However, each of the previously mentioned tools can be used to perform the common task of 
managing object access within the directory service.

Access control permissions on an Active Directory object are separated into two categories: 
standard permissions and special permissions. Special permissions are granular options that can 
be applied to an object. A standard permission is made up of a group of special permissions 
to allow or deny a specific function. For example, the Read standard permission is made up of 
the Read permissions, List contents, and Read all properties special permission entries.

Object
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Standard Permissions

To view the standard permissions for any Active Directory object in the domain directory par-
tition, access the Security page for that object’s Properties sheet in the Active Directory Users 
And Computers administrative console.

Note If the Security page is not visible, select Advanced Features on the View menu and 
then reselect the object and open its Properties sheet.

The Security page displays the group or user names that are assigned permissions to the 
object. As you select a group or user entry, the associated allow or deny permissions for that 
entry are shown. Figure 9-3 illustrates the permissions for the Domain Admins group on the 
Sales organizational unit. Notice that, by default, the Allow box is checked for each permission 
to provide the Domain Admins group full control over the Sales OU.

Figure 9-3 Viewing the Security page on an Organizational Unit object.

Depending on the type of object being secured, you will notice that different permissions may 
be visible on the security page. For example, the following standard permissions are common 
with all objects:

■ Full control

■ Read

■ Write

■ Create all child objects

■ Delete all child objects



Chapter 9: Delegating the Administration of Active Directory Domain Services 331
Some Active Directory objects also have standard permissions that are applied to grouped sets 
of properties. For example, a user object has several read-and-write property sets such as Gen-
eral Information, Personal Information, Phone And Mail Options, and Web Information. Each 
of these property sets refers to a set of object attributes, so granting access to a single property 
set provides access to a set of attributes. For example, the Personal Information property set 
includes attributes such as homePhone, homePostalAddress, and streetAddress. Using the prop-
erty sets to assign access to groups of attributes simplifies the process of assigning permis-
sions without having to modify at the granular attribute level.

Note The Active Directory schema defines which attributes are part of each property set by 
using the rightsGuid value for the property category (in the Configuration directory partition) 
and the attributeSecurityGUID for the schema object. For example, the rightsGuid value for 
cn=Personal-Information, cn=Extended-Rights, cn=configuration, dc=forestname is equiva-
lent to the attributeSecurityGUID for cn=Telephone-Number, cn=Schema, cn=Configuration, 
dc=forestname. This means that the telephone number is included in the Personal Information 
property set.

In addition to the standard permissions, the Security page may also show extended rights 
related to the object being secured. Depending on the object, these rights include options 
such as Allowed To Authenticate, Generate Resultant Set Of Policy, Receive As, Send As, Send 
To, Change Password, and Reset Password.

Special Permissions

One of the entries in the permissions list on the Security page is Special Permissions. In addi-
tion to being able to grant standard permissions, you can also grant special permissions to 
Active Directory objects.

Note You can determine if special permissions are applied to an object by viewing the Allow 
or Deny check boxes located next to the Special Permissions entry. If a check mark is visible, 
special permissions have been assigned.

As mentioned previously, special permissions are much more granular and specific than 
standard permissions. To simplify management, you would typically use standard permis-
sions on an object; however, there may be specific needs that require you to modify the special 
permission entries.

To get access to special permissions, click Advanced on the Security page and then ensure that 
the Permissions page is selected. Figure 9-4 shows the interface. Table 9-2 explains the 
options available on the Permissions page.
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Figure 9-4 Viewing the Advanced Security Settings for an object.

Table 9-2 Special Permissions Configuration

Option Explanation

Type This value is set to either Allow or Deny. Normally, the interface sorts 
the permissions so that all Deny permissions are listed first, but the 
sort order can be changed by clicking any column header. Regardless 
of the order of appearance in this column, the Deny permissions are 
always evaluated first. 

Name This is the name of the security principal to which each ACE applies.

Permission This column lists the level of permission granted for the security 
principal. Levels of permission can be standard rights, such as Full 
Control; special permissions such as Create/Delete User Objects; or 
just Special. The types of permissions available depend on the type of 
object and how granular the permission entry is.

Inherited From This column lists the location where this permission is set and if the 
permission is inherited from a parent container.

Apply To This column specifies the depth to which this permission applies. It 
has a variety of settings, including This Object Only, This Object 
And All Descendant Objects, All Descendant Objects, as well as many 
others.

Include Inheritable Permis-
sions From This Object’s 
Parent

This option allows you to specify if parent permission entries are to be 
applied to the object. 

Add/Edit/Remove buttons These buttons allow you to add new ACEs, remove existing ACEs, or 
edit a specific ACE to provide more granular permission settings.
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Note The Restore Defaults button on the Permissions page resets the permissions on the 
object to the default permission settings as indicated in the Default Security settings of the 
object class in the Active Directory Schema.

In many cases, the same security principals may be listed in multiple ACEs. For example, the 
Account Operators group has multiple Create/Delete entries for Computer objects, Group 
objects, User objects, Printer objects, and InetOrgPerson objects in separate ACEs. This 
happens whenever you specify a combination of permissions that cannot be stored within 
a single ACE. In this example, each ACE can only contain focus on one type of object 
(Computer, User, etc.), and cannot be combined into a single ACE.

If you add or edit the permissions granted to a security principal, you are provided two 
different options for applying permissions. Figure 9-5 shows the first option, which is apply-
ing permissions to the object.

Figure 9-5 Assigning special permissions to Active Directory objects.

The Object tab is used to apply permissions to various object scopes:

■ This object only Permissions only apply to the object being secured or modified.

■ This object and all descendant objects Permissions will apply to both the object being 
secured and all child objects within the object.

■ All descendant objects Permissions will only apply to child objects within the object 
being modified.
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■ Individual descendant objects Windows Server 2008 provides a large selection of 
individual descendant objects that can be granularly secured. For example, if you are 
assigning permissions at the OU level, you may choose to only apply permissions to 
computer objects within the Sales OU. These options provide the capability to delegate 
permissions at a granular object level.

The second option for applying permissions is to control access to the object properties. 
Figure 9-6 shows the interface.

The Properties page is used to apply permissions for the security principal listed in the Name 
field to the individual properties for the object. For example, if you are applying permissions 
to a user object, you are given the option of assigning Read and Write permissions to each 
attribute available on the object class, such as general information, group membership, and 
personal information.

Figure 9-6 Configuring an object’s property permissions.

How It Works: Viewing the ACE Using Ldp.exe
Ldp.exe is a graphical user interface (GUI) tool that is used to perform operations such 
as connect, bind, search, modify, add, or delete against any LDAP-compatible directory 
service. LDP can be used to view advanced Active Directory metadata such as security 
descriptors and replication metadata.

To view the ACL using Ldp.exe:

1. Open the Run dialog box, type ldp, and then press Enter.

2. Click the Connection menu and then click Connect.
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If you leave the server box empty, the server will connect to the local computer. 
You can also type in the server name.

3. After you are connected to the server, click the Connection menu and then click 
Bind. If you are not logged in with a user account that has administrative rights, 
type in alternate credentials. Otherwise, leave the logon information blank.

4. After binding to the domain, click the View menu and then click Tree.

5. To view the entire domain, click OK. The domain OU structure will be listed in the 
left pane.

To view the ACL for any object, locate the object in the tree view in the left pane. Right-
click the object, point to Advanced, click Security Descriptor, and finally, click OK.

As shown in Figure 9-7, a number of advanced options are available such as modifying 
DACL and SACL rights and modifying the security descriptor controls such as DACL 
and SACL protection.

Figure 9-7 Using Ldp.exe to modify the security descriptor.

When you add or edit an ACE using Ldp.exe, you are able to modify specific permis-
sions and ACE flags on various object types and specify object inheritance. Figure 9-8 
shows an illustration of the ACE editor provided with Ldp.exe.
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Figure 9-8 Modifying an ACE using Ldp.exe.

Permissions Inheritance

AD DS uses a static permissions inheritance model. That is, when permissions are changed on 
a container object in the Active Directory structure, the changes are calculated and applied 
to the security descriptor for all objects in that container. Consequently, if permissions are 
changed higher in the Active Directory structure and these permissions are applied to all 
descendant objects, calculating the new ACL for each object can be a processor-intensive 
process. However, this initial effort means that the permissions do not need to be recalculated 
when a user or process tries to access the object.

There are two primary methods that are used to control inheritance of permissions:

■ Configuring inheritable permissions on the object By default, when an object is created 
in Active Directory, inheritable permissions are included from the object’s parent. You 
can determine if a permission entry is inherited by looking to see whether the check box 
on the Security page is shaded or not, or by viewing the Inherited From column of the 
Advanced Security Settings box.

■ Configuring the scope of how permissions are applied As described previously, another 
way to control inheritance is to specify how permissions apply to descendant objects 
when security is applied to an object. By default, when a new group or user name is 
manually added to the ACE, the entry has permissions that apply to this object only. To 
force inheritance to a child object, you need to modify the scope to apply to descendant 
objects in addition to the current object.

Note If you use the Delegation Of Control Wizard, inheritance will automatically be 
set to This Object And All Descendant Objects. More information about the Delegation 
Of Control Wizard is provided in the “Delegating Administrative Tasks” section later in 
this chapter.
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If you have designed your OU structure with the goal of delegated administration, you will 
have created an OU structure in which top-level administrators that require permissions to 
all Active Directory objects are granted permissions high in the hierarchy with delegated 
permissions to all descendant objects. As you move further down the hierarchy, you may be 
delegating permissions to other administrators who should only have control over a smaller 
part of the domain. For example, Figure 9-9 shows the Sales OU. Within the Sales OU are 
two child OUs called Eastern Sales and Western Sales. The manager who is in charge of the 
entire Sales division may be delegated permissions to the entire Sales OU object and all 
descendant objects, whereas the Eastern Sales or Western Sales managers may be delegated 
permissions to their own specific OU only.

Figure 9-9 Delegating management of the Sales OU.

In some cases, however, you may want to block higher-level administrators from having 
any administrative permissions to a specific child OU. For example, if you create a child 
OU for a branch office in your company, you may assign a local administrative group full 
control of the OU. However, you may not want those local administrators to have access to 
any executive user accounts in the OU. To limit their access, you can create an Executives OU 
within the branch office OU and then remove the option to include inheritable permissions 
from the object’s parent. This, in effect, blocks permissions inheritance at the Executives 
OU level.

To block the inheritance of permissions on an Active Directory object, access the Advanced 
Security Settings dialog box for the object (shown in Figure 9-4). Then clear the Include Inher-
itable Permissions From This Object’s Parent option. When you clear this option, you are 
presented with the choice to copy the existing permissions or remove all permissions before 
explicitly assigning new permissions, as shown in Figure 9-10.
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Figure 9-10 Selecting the option to copy or remove permissions when blocking permissions 
inheritance.

Blocking inheritance has the following implications:

■ The permissions are blocked for the object and any descendant objects. This means that 
you cannot block the permissions inheritance at a container level and then reapply 
the inheritance from a higher container at a lower level.

■ Even if you decide to copy the permissions before modification, permissions inheritance 
begins where you block the permissions. If you modify the permissions at a higher 
level, the permissions will not be inherited past the blocked permissions.

■ You cannot be selective about which permissions are blocked. When you block permis-
sions, all inherited permissions are blocked. Permissions that have been explicitly 
assigned to the object or child objects are not blocked.

Note One of the possible concerns with blocking inherited permissions is that you 
might create an orphaned object where no one has any permissions. For example, you 
can create an OU, block all permissions inheritance to that OU, and assign the permis-
sions to only one administrative group. You can even remove the Domain Admins group 
from the ACL of the OU so that the Domain Admins does not have any permissions 
under normal circumstances. If that administrative group gets deleted, the OU would 
have no group with administrative control. In this case, the Domain Admins group would 
have to take ownership of the object and reassign permissions.

Direct from the Source: Delegating Control of an OU Model
There are many schools of thought on how one should design an OU model and 
perform delegation within the model. The most common OU model starting points are 
based on business function, geography, or a hybrid of the two. A delegation model 
can be centralized, decentralized, or centralized with decentralized execution, but 
ultimately its design is a result of how a customer wants to provide operational support.

Anyone considering delegation is at one of two points in the Active Directory life cycle—
either he or she is considering migrating to Active Directory, or else he or she has 
migrated to Active Directory and has the opportunity to revisit earlier decisions to 
provide a more effective and efficient environment.
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For those considering migrating to Active Directory, the lesson learned is to engage early 
and often in discussions with the customers. Understanding how customers run 
their business is critical in developing an infrastructure that will work for them. If you 
are an employee of a company and have been tasked with migrating the environment to 
Active Directory, the same advice stands—talk early and often to upper management to 
gain a better understanding of how they want to run the business. When deciding on 
how to architect the solution, keep in mind that Active Directory can provide infinite 
granularity (depth) as well as infinite scope (breadth) because of the flexible nature of 
the product. One could conceivably define groups for every imaginable role (depth) and 
groups to cover every scope (breadth), resulting in an environment that would be 
difficult to manage and maintain. There is balance point between depth and breadth, 
and that point may be different for every customer. Factors such as number of sites and 
support personnel are critical in designing an effective delegation model. This is why 
it is critical, as an architect, to have thorough planning and design sessions with the 
customer or upper management from the beginning of the design process, so that there 
is a clear understanding of how operational support will be provided.

For those who already have an established Active Directory environment and have the 
ability to revisit the existing delegation model, I would recommend looking at the 
way you are currently maintaining operational support. You may be able to streamline 
your operations by scaling back the depth and breadth of your current model. It has 
been my experience that sometimes less is more when dealing with operational support.

Finally, communication is critical to be truly effective and meet customer or upper 
management expectations. I have been involved in many customer discussions in which 
IT professionals are discussing a topic such as delegation within Active Directory with 
the customer or upper management, and the terminology used has caused frustration 
for both sides. Before engaging in technical discussions, you should consider the 
following topics:

■ Who is my audience? Your audience may differ depending on whether it is a 
meeting or if you are writing a white paper or proposal.

■ How do I make my audience more knowledgeable? Take a few minutes to go 
through your delivery strategy. Are there words, phrases, or topics that may have a 
different meaning or connotation, depending on your audience?

■ Consider developing two or three different strategies for discussion. Using 
analogies is a great method for removing the technical nature from a discussion 
and placing the subject in a context that most non-IT professionals can understand.

Barry Hartman

Senior Consultant

Microsoft Consulting Services
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Effective Permissions

As discussed so far in this chapter, a user can obtain permissions to a specific object in Active 
Directory in several ways:

■ The user account may be granted explicit permissions to an object.

■ One or more groups that the user belongs to may be granted explicit permissions to an 
object.

■ The user account or one or more groups that the user belongs to may be given permis-
sions at a container-object level and permissions inherited by lower-level objects.

All of these permissions are cumulative; that is, the user is granted the highest level of permis-
sions from any of these configurations. For example, if a user is explicitly given Read 
permission to an object, the user belongs to a group that is explicitly given Modify permis-
sions, and the user belongs to a group that is given Full Control at the container level, the 
user will have Full Control. When a user attempts to access an object, the security subsystem 
examines all of the ACEs that are attached to the object. All of the ACEs that apply to the 
security principal (based on user account or group SIDs) are evaluated and the highest level 
of permission is set. However, in addition to ACEs that grant permissions, Active Directory 
also supports Deny permissions. Deny permissions can be applied at two levels:

■ The user object or one or more of the groups that the user belongs to may be explicitly 
denied permission to an object.

■ The user object or one or more groups that the user belongs to may be denied 
permissions at a container level, and this denial of permission may be inherited to 
lower-level objects.

Deny permissions almost always override Allow permissions. For example, if a user is a 
member of a group that is given Modify permissions to an Active Directory object, and the 
user is explicitly denied Modify permissions to the object, the user will not be able to modify 
the object. This is because the ACEs that deny permissions are evaluated before the ACEs that 
allow permissions. If one of the ACEs denies permission to the security principal, no other 
ACEs are evaluated for the object.

The one situation in which Allow permissions do override Deny permissions is when the 
Deny permissions are inherited and the Allow permissions are explicitly assigned. For 
example, you can deny a user the permission to modify any user accounts in a container. But, 
if you explicitly allow Modify permissions to an object within the container, the user account 
will have Modify permissions on that object.
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Deny Permissions: Use Carefully
Using the Deny option to deny permissions can make your Active Directory security 
design very difficult to manage. There are a number of different scenarios in which you 
may think about using the Deny permission. One is a situation in which you may 
want to use the Deny option to remove some permissions that are being inherited. For 
example, you may grant Modify permissions at a container level but may want to change 
that to Read-Only farther down the hierarchy. In this case, you could deny the Write 
permission on any objects or properties farther down the hierarchy.

Another scenario in which you may think of using the Deny option is when you want to 
create a container that requires higher security. For example, you may have a container 
for all of the executives, and you may want to make sure that a normal user cannot 
read the executive account properties. You may choose to deny Read permissions on the 
container using the Domain Users group. Unfortunately, this denies everyone the right 
to read the directory objects, including all administrators. Because of the complications 
that can result from using the Deny option, you should use it with care.

In most cases, rather than denying permissions, you can just ensure that a user or group 
has not been given permissions. If a user has not been granted any permissions and is 
not a member of any group that has been granted permissions, the user will not have 
any access and will be implicitly denied. You do not need to explicitly apply the Deny 
permission to prevent users from accessing objects in Active Directory.

One of the few scenarios in which it can be beneficial to use the Deny option is if you 
have a case where a group should be given permissions, but one or more users in the 
same group should have a lower level of permissions. For example, you may have a 
group called Account Admins that is responsible for managing all user accounts in the 
domain. Some members of this group may be temporary employees who need to be able 
to manage all user accounts in the domain, but who should not be able to modify any 
properties on executive accounts. In this case, you could assign the Account Admins 
group permission to manage all user accounts in the domain. Next, create an OU for the 
executive accounts, and create a group for the temporary members of the Account 
Admins group. Then, deny the temporary users the right to modify any user accounts in 
the Executive OU.

As you can see, configuring security on Active Directory objects can involve managing a large 
number of interrelated variables. Many companies may start out with a fairly simple security 
design in which a small group of administrators are given all the permissions in Active 
Directory. Most of the time, the initial Active Directory security configuration is clearly 
documented. However, as time goes by, this simple initial configuration often becomes much 
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messier. Sometimes another group of administrators is given a set of permissions for a specific 
task and for a specific period of time. Granting the permissions is easy to do, but often the 
permissions are never removed. Often these security modifications made after the initial 
deployment are also not clearly documented.

For any Active Directory structure that has been deployed for some time, the current security 
configuration is likely more complex than was initially designed. Sometimes this results in 
users having more permissions than they should have. Fortunately, Windows Server 2008 
provides a tool that can be used to easily determine the effective permissions a security 
principal has to any object in Active Directory.

To determine the effective permissions that a security principal has on an Active Directory 
object, access that object’s properties through the appropriate Active Directory administrative 
tool. Click the Security page, click Advanced, and then click the Effective Permissions page. To 
determine the effective permissions for a specific user or group account, click Select and then 
search for the user or group name. After you have selected the name, click OK. The Effective 
Permissions page displays all of the permissions the security principal has to the Active 
Directory object. Figure 9-11 shows the interface for the Active Directory Users And Comput-
ers administrative tool. Notice that the Effective Permissions page for the Sales OU displays 
the overall permissions assigned to the Don Hall user object.

Note This tool has some limitations that may affect the effective permissions displayed. The 
tool determines the effective permissions based on inherited and explicitly defined permissions 
for the user account and the user’s group memberships. However, the user may also get 
some permissions based on how the user logs on and connects to the object. For example, in 
Windows Server 2008, you can assign permissions to the interactive group (that is, anyone 
logged on to the computer) or the network login group (that is, anyone accessing the 
information across the network). This Active Directory administrative tool cannot determine 
the permissions granted to a user based on these types of groups. Also, the tool can only 
determine permissions by using the permissions of the person running the tool. For example, 
if the user running the tool does not have permission to read the membership of some of the 
groups that the evaluated user object belongs to, the tool will not be able to determine the 
permissions accurately.
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Figure 9-11 Displaying the effective permissions for an Active Directory object.

Ownership of Active Directory Objects

Every object in Active Directory has an owner. By default, the user who created an object is the 
owner. The owner of an object has the right to modify permissions on the object, which 
means that, even if the owner does not have full control of an object, the owner can always 
modify the permissions on the object. In most cases, the owner of an object is a specific user 
account rather than a group account. One exception to this is when an object is created by a 
member of the Domain Admins group; the ownership of the object is then assigned to the 
Domain Admins group. If the owner of the object is a member of the local Administrators 
group but not a part of the Domain Admins group, the ownership of the object is assigned to 
the Administrators group.

To determine the owner of an Active Directory object, access that object’s properties using the 
appropriate Active Directory administrative tool. Select the Security page, click Advanced, and 
then select the Owner page. Figure 9-12 shows the interface for the Active Directory Users 
And Computers administrative tool.

If you have the Modify owner permission to the object, you can use this interface to modify 
the owner of the object. You can chose either to take ownership for your own account or to 
assign the ownership to another user or group. This last option is unique in Windows Server 
2003 And Windows Server 2008 Active Directory. In Microsoft Windows 2000 Active Direc-
tory, you could only take ownership of an object; you could not assign the ownership to 
another security principal.
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Figure 9-12 Viewing the ownership of an Active Directory object.

Administrative Privileges
The administrative permissions discussed so far have to do with specific permissions 
on Active Directory objects and define what actions the administrator can perform on 
those objects. In addition to these permissions, a user may also be able to perform some 
tasks in Active Directory because of the privileges assigned to him or her. The permis-
sions discussed so far are based on the ACLs that are attached to each Active Directory 
object. User privileges are different because user privileges are applied to user accounts. 
User privileges are something that the user has because of who he or she is, not because 
he or she has permission to modify a particular Active Directory object. For example, 
there are two ways that you can give a user or group the right to add workstations to 
the domain. One option is to give the user or group permission to Create Computer 
Objects either at an OU level or at the Computers container level. This allows the user to 
add as many workstations as needed to the domain in the specified container.

Another way to allow a user to add workstations to the domain is to ensure that the 
user has the Add workstations to domain privilege. This user right is a part of the 
Default Domain Controllers Policy. Any user who has this privilege can add up to 10 
workstations to the domain. By default, the Authenticated Users group is granted this 
permission.
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Delegating Administrative Tasks
This chapter has thus far discussed how to ensure the security of Active Directory objects. 
This has been in preparation for this section, which applies the security options to delegate 
administrative tasks. Because every object in Active Directory has an ACL, you can control 
administrative access down to any property on any object. This means that you can grant 
other Active Directory administrators very precise permissions so that they can perform only 
the tasks they need to do.

Although you can get extremely specific about delegating administrative permissions, you 
should maintain a balance between keeping things as simple as possible and meeting your 
security requirements. In most cases, delegating administrative permissions in Active 
Directory falls under one of the following scenarios:

■ Assigning full control of one OU This is a fairly common scenario when a company 
has multiple offices with local administrators in each office who need to manage all 
objects in the local office. This option also may be used for companies that have merged 
multiple resource domains into OUs in a single Active Directory domain. The former 
resource domain administrators can be given full control of all objects in their specific 
OU. Using this option means that you can almost completely decentralize the adminis-
tration of your organization while still maintaining a single domain.

■ Assigning full control of specific objects in an OU This is a variation on the first 
scenario. In some cases, a company may have multiple offices, but local administrators 
should have permission to manage only specific objects in the office OU. For example, 
you may want to allow a local administrator to manage all user and group objects, 
but not computer objects. In a situation in which resource domains have become OUs, 
you may want OU administrators to manage all computer accounts and domain-local 
groups in their OU, but not to manage any user objects.

■ Assigning full control of specific objects in the entire domain Some companies have 
highly centralized user and group administration, in which only one group has 
permission to add and delete user and group accounts. In this scenario, this group can 
be given full control of user and group objects regardless of where the objects are 
located within the domain. This is also a fairly common scenario for a company with a 
centralized desktop and server administration group. The desktop team may be given 
full control of all computer objects in the domain.

■ Assigning rights to modify only some properties for objects In some cases, you may 
want to give an administrative group permission to manage a subset of properties on an 
object. For example, you may want to give an administrative group permission to reset 
passwords on all user accounts, but not to have any other administrative permissions. 
Or the Human Resources department may be given permission to modify the personal 
and public information on all user accounts in the domain, but not permission to create 
or delete user accounts.
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It is possible to use all of these options, and any combination of these options, with Windows 
Server 2008 AD DS. As mentioned previously, one way to configure delegated permissions is 
by directly accessing the ACL for an object and configuring the permissions. The problem 
with this option is that it can get quite complex because of the number of options available 
and the real possibility of making a mistake.

Direct from the Source: Delegating Control
When delegating control to create users and groups, it is imperative to maintain a 
tracking system for changes that are made. This will make not only daily administration 
easier, but will be of great use when troubleshooting access issues.

Greg Robb

Microsoft Premier Field Engineer

To make this task easier, AD DS includes the Delegation Of Control Wizard. To use the 
Delegation Of Control Wizard, follow these steps:

1. Open the Active Directory Users And Computers administrative console and identify 
the parent object where you want to delegate control. In most cases, you will be 
delegating control at an OU level, but you can also delegate control at the domain or 
container level (for example, the Computers or Users container). Right-click the parent 
object and click Delegate Control. Click Next.

2. On the Users Or Groups page, add the users or groups to which you want to delegate 
control. Click Add to search Active Directory for the appropriate users or groups.

3. Next, select the tasks that you want to delegate. The interface (shown in Figure 9-13) 
enables you to select from a list of common tasks or to create a custom task to delegate.

Figure 9-13 Using the Delegation Of Control Wizard to select a common task or create a 
custom task to delegate.
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4. If you choose to create a custom task, you can choose the type or types of objects 
to which you want to delegate administrative permissions. (Figure 9-14 shows 
the interface.)

Figure 9-14 Selecting the type of object or objects to which permissions will be delegated.

5. After you have selected the type of object to which to delegate permissions, you can 
choose what levels of permissions you want to apply to the object. You can choose 
full control over the object, or you can delegate permissions to specific properties. 
(The interface is shown in Figure 9-15.)

Figure 9-15 Selecting the specific permissions to delegate.

The Delegation Of Control Wizard makes it much easier to delegate control in a consistent 
manner than when configuring permissions through the ACL. However, the effect of either 
method is the same; that is, the ACL on the objects is modified to provide the appropriate 
level of access.
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Direct from the Source: The Delegation Of Control Wizard
You are able to use the Delegation Of Control Wizard to delegate many common tasks 
by giving control to individual users or to groups. These tasks can be set to certain 
predefined items such as Create, Delete, And Manage User Accounts and Reset User 
Passwords And Force Password Change At Next Logon. In addition to the predefined 
items, it is possible to delegate custom tasks using very granular choices, such as 
account objects, computer objects, or group objects. This makes the Delegation Of 
Control Wizard a very powerful tool for enabling the share of control throughout Active 
Directory.

Greg Robb

Microsoft Premier Field Engineer

Auditing the Use of Administrative Permissions
Delegating administrative tasks in AD DS results in the need to be able to monitor and audit 
the use of administrative permissions throughout the directory structure. Auditing serves at 
least two primary purposes. First of all, it provides evidence for changes that have been made 
to the directory. If a change has been made to the directory, you may need to track down who 
has made the change. This is especially important if an incorrect or malicious change has been 
made to the domain information. A second purpose for auditing is to provide an additional 
check on the administrative permissions being exercised throughout the domain. By examin-
ing audit logs occasionally, you can determine if someone who should not have administrative 
rights is in fact exercising such rights.

When AD DS events are audited, entries are written to the Security log on the domain control-
ler. You can then use the Event Viewer to view events that Windows Server 2008 logs in the 
Security log. You can also save events to an event file that can be used to archive and track 
trends over time.

There are two steps involved in enabling auditing of changes made to Active Directory 
objects—configuring the audit policy for domain controllers and configuring the SACL on spe-
cific Active Directory objects which are to be audited. These two steps are discussed in the fol-
lowing sections.

Configuring the Audit Policy for the Domain Controllers

Your first step for enabling auditing is to configure the audit policy for the domain controllers. 
This can be configured on the Default Domain Controllers Policy found within the Group 
Policy Management console. When you open the Group Policy Management console, 
browse to the Group Policy Objects container. In the details pane, you can right-click Default 
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Domain Controllers Policy and then click Edit to open the Group Policy Management Editor. 
From the Group Policy Management Editor, you can browse to Computer Configuration\
Policies\Windows Settings\Security Settings\Local Policies and then click Audit Policy. 
Figure 9-16 shows the default auditing configuration in Windows Server 2008 AD DS.

Figure 9-16 Configuring auditing on the Default Domain Controllers OU.

To audit changes to Active Directory objects, you need to enable and configure the Audit 
Directory Service Access policy. When this policy is enabled and configured, all modifications 
made to Active Directory objects are reported in the Security log. You can audit both success-
ful changes to Active Directory objects and failed attempts at modifying Active Directory 
objects.

In Windows 2000 Server and Windows Server 2003, the Audit Directory Service Access 
policy was the primary option used to audit directory service events. Windows Server 2008 
divides this policy into four subcategories:

■ Directory Service Access

■ Directory Service Changes

■ Directory Service Replication

■ Detailed Directory Service Replication

Dividing the Audit Directory Service Access policy into four subcategories provides more 
granular control on what is or is not audited in relation to directory service events. Enabling 
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the Audit Directory Service Access policy enables all the directory service policy subcategories. 
To modify the subcategories, you cannot use the Group Policy Object Editor. You can only 
view and modify the subcategories with the command-line tool Auditpol.exe. For example, if 
you want to view all of the possible categories and subcategories, type the following line at 
the command prompt, and then press Enter:

auditpol /list /subcategory:*

Note For a list of commands that can be used with Auditpol.exe, open a command prompt 
and type the following: Auditpol.exe /?

Auditing Changes to Objects Using the Directory Service Changes 
Subcategory
The Directory Services Changes subcategory provides the ability to audit changes to 
objects in AD DS. This subcategory audits the following types of changes:

■ When a modify operation is successfully performed on an attribute, AD DS logs 
both the previous and current values of the attribute.

■ When a new object is created, all values of the attributes that are populated during 
the creation are logged. Note that any default values to attributes that are assigned 
by AD DS are not logged.

■ When an object is moved within the domain, both the previous and new location 
is logged.

■ If you undelete an object, the location where the object is moved to is logged as 
well as any additions or modifications to attributes while performing the undelete 
operation.

To enable the Directory Service Changes audit subcategory, you can type the following 
line at the command prompt, and then press Enter:

auditpol /set /subcategory:"directory service changes" /success:enable

When you enable the Directory Services Changes audit subcategory, AD DS logs various 
types of events in the Security event log, as shown in Table 9-3.

Table 9-3 Directory Services Changes Events

Event ID Type Description

5136 Modify Logged when a modification is made to an attribute in AD DS.

5137 Create Logged when a new object is created in AD DS.

5138 Undelete Logged when an object is undeleted in AD DS.

5139 Move Logged when an object is moved within the domain.
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Configuring Auditing on Active Directory Objects

The second step to configuring Active Directory object auditing is to enable auditing 
directly on the SACL of each Active Directory object to be audited. To enable Active Directory 
object auditing, access the object’s Properties sheet through the appropriate Active Directory 
administrative tool. Then, click the Security page, click Advanced, and click the Auditing 
page. Figure 9-17 shows the interface for the Active Directory Users And Computers adminis-
trative console and the default audit setting for an OU in Active Directory.

To add additional auditing entries, click Add and select which users or groups and what 
actions you want to audit. In most cases, you should select the Everyone group so that 
modifications made by anyone can be audited. Then you can select which activities you 
want to audit. You can audit all modifications made to any object in the container, to 
specific types of objects, or to specific properties. You can enable the auditing of all success-
ful modifications, of all failed attempts to make modifications, or both. If you audit all 
successful modifications, you will have an audit trail for all changes made to the directory. 
If you enable failed attempts, you will be able to monitor any illicit attempts to modify 
directory information. After auditing is enabled, all of the audit events are recorded in the 
Security log accessible through the Event Viewer.

Figure 9-17 Configuring auditing on Active Directory objects.

Enabling auditing is easy. Managing auditing is much more difficult. If you enable the auditing 
of all directory modifications at the domain controller OU level, the Security log will grow 
very rapidly. Almost all of the events will be legitimate changes and thus of no interest to you 
except as an audit trail. However, interspersed among the legitimate changes may be a small 
number of changes that you need to be aware of. The problem is finding the few interesting 
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audit events among the large number of routine events. In some companies, one administra-
tor may be given the task of reviewing the event logs every day. A better way to deal with 
this is to create some automated way of centralizing and analyzing the event logs. Another 
way is to use a tool such as Microsoft System Center Operations Manager (a separate product 
available for purchase) to filter the events and raise alerts only on the interesting events.

More Info If you want to find out more about Microsoft System Center Operations 
Manager, you can go to the following Web site: http://www.microsoft.com/systemcenter/
opsmgr/default.mspx. Operations Manager provides a great deal of functionality that goes far 
beyond just monitoring Security logs.

Direct from the Source: Consider Event Log Settings Carefully
Always think through the ramifications of enabling an option that will increase the 
amount of information being sent to the event logs. Many customers will customize the 
event logs to meet their specific security requirements but never revisit the settings to 
determine if the additional logging will cause them problems. I have seen many 
instances in which auditing was enabled and the policy setting Audit: Shut Down 
System Immediately If Unable To Log Security Audits was also enabled, resulting in a 
denial of service attack. Another setting that many IT professionals change is the 
maximum log size. Before changing event log sizes to high values, do some preliminary 
analysis to determine if the system on which you are enabling this setting has enough 
memory available. Information about the event log and memory constraint can be 
found at http://support.microsoft.com/kb/183097.

Barry Hartman

Senior Consultant

Microsoft Consulting Services

Tools for Delegated Administration
AD DS provides powerful options for delegating administrative tasks and assigning only the 
precise permissions that users need to have to perform specific tasks. To complement this 
delegation, Windows Server 2008 also makes it easy to develop administrative tools that fit 
the user’s task. For example, if you delegate the right to reset passwords for a single OU, you 
can also provide a very simple administrative tool that can only be used to reset passwords 
in the specified OU. Windows Server 2008 provides the ability to create a customized view of 
the Microsoft Management Console (MMC) administrative snap-in in order to allow delegated 
administrators effective tools to complete their tasks.
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Direct from the Source: Working with Third-Party Delegation 
Tools
Many customers use third-party products to perform delegation. These products usually 
provide a Web interface and allow administrators to develop custom Web views for 
daily administrative functions versus creating customized MMCs. When working with 
customers dealing with branch office scenarios, make sure you understand the business 
and branch office operational requirements in the event of an extended communica-
tions outage. If a customer has highly reliable communication links to the branch office, 
then this topic isn’t as much of a concern; however, for those customers who don’t have 
highly reliable communications, it is a subject that needs to be addressed.

In the event of a communications outage, you must understand what the branch office 
requires to continue to function. In the case of delegation, if the branch office needs to 
continue to function and system administrative actions still need to occur, but the 
Web interface required to perform some of these functions is unavailable because it is 
hosted from headquarters, how will the people at the branch office perform their jobs? 
If the third-party product instantiated the delegation model natively into Active 
Directory Users and Computers, then the same restrictions that applied through the 
Web interface would apply when using native tools. It is important that you, the trusted 
advisor, have an understanding of how third-party products interface and interact with 
Active Directory. Having this type of knowledge will allow you to advise and prepare 
your customers so they are still able to maintain operations when situations such as a 
communications outage occur.

Barry Hartman

Senior Consultant

Microsoft Consulting Services

Customizing the Microsoft Management Console

One option for developing an administrative tool is to create a customized MMC using one of 
the default snap-ins and then modify what the user can see in the MMC.

Caution Simply creating the customized MMC does not grant or limit the user’s rights to 
perform administrative tasks. Before creating the customized administrative interface, you 
must first delegate the correct level of permissions. For example, if you give a user the right to 
create user accounts at a domain level, and then you create an MMC that only allows the user 
to view one OU, the user can still create user accounts in any OU in the domain. If the user 
loads the regular Active Directory Users And Computers administrative tool or sits down at 
another desk with a different MMC, the user will be able to create the account anywhere.



354 Part III: Administering Windows Server 2008 Active Directory
To create the customized MMC, open the Run dialog box and type mmc. This opens an empty 
MMC. From the File menu, add the appropriate Active Directory administrative tool snap-in. 
If you create a custom MMC using the Active Directory Users And Computers snap-in, you 
would then expand the domain and locate the container object where you have delegated 
permissions. In the left pane, right-click on the container object and select New Window 
From Here.

This opens a new window with just the container object and all child objects visible. You can 
then switch back to the window that displays the entire domain and close the window. 
Finally, save the administrative tool and provide it to the users, who will administer only the 
part of the domain that is visible in the MMC. The MMC can be provided to the user in a 
number of ways. For example, you may install the MMC on his or her desktop, or you may 
create a shortcut to the administrative tool on a network share.

To make sure that the administrators do not modify the custom MMC after you have given 
it to them, you can modify the MMC options by selecting Options from the File menu. You 
can configure the MMC to be saved in User Mode and modify the permissions on the MMC 
so that the end user cannot save any changes to the MMC. Figure 9-18 shows the interface. For 
full details on how to create customized MMCs, see Windows Help And Support.

Figure 9-18 Configuring a custom MMC to prevent changes to the MMC.

Planning for the Delegation of Administration
As shown in this chapter, Windows Server 2008 AD DS provides the tools you need to 
delegate administrative permissions in your domain. However, with all of the positive things 
you can do in delegating permissions, you also take the risk of assigning incorrect permis-
sions. Incorrect permissions may result in allowing users to do things in Active Directory that 
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they should not be able to do. Incorrect permissions can also mean assigning too few permis-
sions, so that users cannot do the work they need to do. Creating a delegation structure that 
will provide users with the precise permissions they need requires a significant amount of 
planning. The following are several suggestions to help with your administrative delegation 
planning:

■ Carefully document the administrative requirements for all potential administrators. In 
most companies, you will find that there are various users and groups that need some 
administrative permissions in the domain. Many of these users could be members of the 
Domain Admins group. As you document the administrative tasks that users need to 
perform, you will usually find that they really need a much lower level of access. Often 
the only way to document the level of administrative permissions each group needs is to 
document all of the administrative work they do every day. By documenting the activi-
ties they have to perform, you can design the precise permissions they need to have.

■ Before making any changes to the production environment, test all security modifica-
tions in a test environment. Making a wrong security configuration can have serious 
implications for your network. Use the test lab to ensure that the modifications meet the 
permission requirements but do not give any additional permissions that are not 
needed.

■ Use the Effective Permissions page in the Advanced Security Settings window to 
monitor and test the users’ permissions. The Effective Permissions page can be used 
to determine the precise permissions a user or group has in AD DS. Use the tool in the 
test environment to ensure that your configuration is accurate and use it again in the 
production environment to make sure that your implementation followed the plan.

■ Document all the permissions that you assign. Of all the tasks assigned to network 
administrators, documenting changes made to the network appears to be the most 
disliked because it can be very tedious and not seem important. As a result, documenta-
tion is often incomplete or out of date. The only way to effectively manage the security 
configuration on your network is to document the initial configuration and then to 
make a commitment to keep the documentation updated whenever one of the original 
settings is modified.

Summary
The option to delegate administrative permissions in Windows Server 2008 AD DS provides 
a great deal of flexibility in how your domain can be administered. The delegation of 
administrative rights is based on the Active Directory security model, in which every object 
and every attribute on every object has an ACL that controls what permissions security 
principals have to a specific object. According to the security model, all permissions are, by 
default, inherited from container objects to objects within the container. These two basic 
features of the security model mean that you can assign almost any level of permission to any 
Active Directory object. This flexibility can also mean a great deal of complexity if the security 
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for Active Directory is not kept as simple as possible. This chapter provided an overview 
of security permissions, Active Directory object access, delegation of administration, and 
auditing changes made in Active Directory.

Additional Resources
The following resources contain additional information and tools related to this chapter.

Related Information

■ Chapter 5, “Designing the Active Directory Domain Services Structure,” provides details 
on planning the structure of Active Directory such as site, domain, organizational unit, 
and forest designs.

■ Chapter 6, “Installing Active Directory Domain Services,” provides details on delegating 
administration for Read-Only Domain Controllers.

■ Chapter 8, “Active Directory Domain Services Security,” provides additional details on 
Active Directory security basics and authentication.

■ “Best Practices for Delegating Active Directory Administration” located at 
http://www.microsoft.com/technet/prodtechnol/windowsserver2003/technologies/
directory/activedirectory/actdid1.mspx.

■ “Best Practices for Delegating Active Directory Administration Appendices” located at 
http://www.microsoft.com/downloads/details.aspx?FamilyID=29dbae88-a216-45f9-9739-
cb1fb22a0642&DisplayLang=en.

■ “Delegating Authority in Active Directory” located at http://www.microsoft.com/technet/
technetmag/issues/2007/02/ActiveDirectory/default.aspx.

■ “Using Scripts to Manage Active Directory Security” located at http://
www.microsoft.com/technet/scriptcenter/topics/security/exrights.mspx.

■ “Sample Scripts to Manage Active Directory Delegation and Security” located at 
http://www.microsoft.com/technet/scriptcenter/scripts/security/ad/default.mspx?mfr=true.

■ “Step-by-Step Guide to Using the Delegation Of Control Wizard” located at 
http://www.microsoft.com/technet/prodtechnol/windowsserver2003/technologies/
directory/activedirectory/stepbystep/ctrlwiz.mspx.

■ “Default Security Concerns in Active Directory Delegation” located at 
http://support.microsoft.com/?kbid=235531.
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